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Advances in technologdlow for innovation in thewaysbusinesses and individuals perform Coordinator

financial activities The development of financial technologycommonly referred tasfintech—  Specialist in

is the subject ofreat nterest for the public and policymakeFntech innovations could Macroeconomic Policy
potentially improvehe efficiencyof the financial system and financial outcomes for busirsesse

and consumers. Howevehe newtechnologycould pose certain riskpotentially leading to

unanticipated financial losses or other harmofutcomesPolicymakers designedany of the

financiallaws and regulationstendedto foster innovation and mitigatésks before the most

recent technological changes. This raigesstionsoncerningvhether the existing legal and regulatory framewpwksen
applied to fintecheffectively protect againstarmwithout unduly hinderindgpere f i ¢ i a1 tdeveldpmenti o gi e s’

April 28, 2020

The underlying, crossutting technologies that enable much of fintach subject to sugbolicy tradeoffs. Theincreased
availability and usef the internet and mobile devices could offer greater convenience and tadoesncial services but
raises questions over how geograjtaged regulations and disclosure requirementsuedrshoulde appliedRapid growth

in the generationstorage, and analysis of datand the subsequenseof Big Data and alternative datacould allow br

more accurateisk assessment, brdisesconcernsovep r i vacy and whet her i ndiAwtdamdtada l s d
decisiomaking (and the related technologies of machéaening and artificial intelligence) could result in fastad more
accurate assessments, botild behavén unintended or unanticipated ways that cause market instability or discriminatory
outcomesincreased adoptioof cloud computing allows specialized companies to handle technodtafed functions for
financial institutions, including providing cybersecurity measurasthis may concentrate financial cyber risks at a
relatively small number afonfinancialcompanies who may not be entirely comfortakith their regulatory obligations as
financial insttution service providersoncerns ovecyber risks and whethadherence toybersecurity regulatiorsnsure
appropriatesafeguards against those rigiegmeate all fintech developments

Fintech deployment inpcific financialindustriesalso raises policy questianBhe growth of nonbanknternet lenders

could expand access to credtitit industry observers debdle degree to whictihe existing statéy-stateregulatory regime

is overly burdensome or provides important consumer piotecAs banks have increasingly come to rely on Hpuiedty

service providers to meet their technological needs, observers have debated the degree to which the regulations applicable to
those relationships are unnecessarily onerous or ensure impofégntasds and cybersecurityew consumer poinbf-sale

systems and redime-payments systems are being developed and increasingly used, and while these systems are potentially
more convenietand efficient, there are concerns abitnetmarket powenf thecompanies providing the servicasd the

effects on people with limited access to these systdbtaanwhile, cryptocurrencies allow individuals to make payments

entirely outside traditiondinancial systems, whiclmayincrease privacy and efficiency bueates concerns over money
laundering and consumer protectiéintech isproviding new avenues to raise capitahcluding through crowdfunding and

initial coin offerings—and changing the way companies trade securities and manage investmiemizy incresethe ability

to raise funds but present investor protection challerdyeder statute passed by Congressurance is primasilregulated

at the state levelhere agencies are considering the implicattorefficiency and risk thdintechposesn tha industry,

including peetto-peer insurance and insurance on dem&irdlly, firms across industries are using fintech to help them

comply with regulations anchanage riskwhich raises questions about what riahech should play in these systems

Regulators and policymakers have undertaken a number of initiatirgegoatefintechin existing frameworks more

smoothly They have made effarto increaseecommunication between fintech firms and regulatotselp firms better

understand how regutats view a developing technologgnd ertain regulators have established offices within their

organizations to conduct outreach. In another approach, some regulators have announced research collaborations with fintech
firms to improve their understandig new products and technologidispolicymakers determine that particular regulations

are unnecessér burdensome or otherwise-#luited to a particular technology, they migditor the regulations, axempt

companies or products that meet certaiteda from such regulationtn some casesegulators cado sounder existing

authority, but others might require congressional action.
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Finance, TecReodmigmpy,vadndn
Finan¢echanddevgeilcomppme nt have bteherno uignheoxuttr ihciasbtloyr yl. i
(Possibly, quite literally. The technology of wr
record paymbdntAs and eda@WEFK hedteomrefer to a brc
technologies beingodeplioypyadiadrondllusahobgheand a
is no coomliemls utsechnol ogies qualify as new or 1nn
generally menadre risadawent ttioons to the way a financia
areempdssible by rapid advanélindeml ydicngg,t achrgoi snsf o
technological advance mei mtcsr etalsa tn gel nya bwli ed efsipmrteeacdh i
the internet andncmoebaigleed etdeachhwiaalb aagnyd;toyf aBnidg uDsaet a
and alt eyimatrievaes edlatuas e of c¢cloud computing servic
decisionmaking (and the related technological e-x
intelligdmec &€ o eovfodcdiytbieorn t hreats and cybersecurity
he compl ementtaerh nuwdod gla¢fd snt whmecsiecal ser vices could
eneeMahy technologies aim to creedautceefefofsitcsi enci e s
inancial s.erCGeirctea ipormewisdteprassasvd dgasl ong t o cons ume

e ddpcrei.c eWi t h 1 sweme pmis¢omers that previously fou
oul d ent elrn tahded imwairaknevi.sddual st hatd pueowhds mloy
ccftissancial serviteshkbethabtiecnoffoirpmentciedanbgra i n
ccaetssl owett hpowugdddiastrar eaavsael | abi 1l ity .&inndt eicmhpr oved
lmoy allow businesses torewvanohshygwrensttomeed bh
emoteness or unfamiliarity with products and se
eneficial to traditionailncyomen,demisrearvietdy,g raomdp sr,u
opul.ations

owe,vefri ntab sgbe nmaryaded risskslt in wPwnddmhggammbl e outco
nno vwittiho tomil ¢y f aliiswet ol ypodfform imantdlives] amlyerwiath
he exphnvemge gofie thrTgthnotl ogduwlsts imaayt enloyt

llocate funds, assess r1risks, or ot hgtrhwiys e funct
ay igsheadte uneovperetkdol ogbemi anmemopddkrkepl ace
am but in camrddaia opgttebathel or eok nexnaemplss,ary
xperienced financi amla yiarbsdtei ttuot ieoxnp loari np raonfde sasdivoinsa
inancial pr odlunc tasd daimtdifodnh,e ¢enc hr s s k5t ups may be i n
ompl yi nngs uwpatrht et i on 1l aws. These characteristic
ons uunseirnsg finanengdgde eichnowl Digyancial activity a
ot full yanundvehri sctha mch dul y Fuxrptohsger stohtmeend iteos Ilsousgsgeess.t
hat fima@chesult in dispar damrd itmpatctt ben ipmoort e a st
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1 Denise SchmaneBesseratHow Writing Came Aboufustin, TX: University of Texas Press, 1996), pi8.7

Patrick Schueffel, “Taming t he JoBrrahoflmnovatian Managemewoli4f i ¢ De fi ni t
no. 4 (2016), pp. 333.

8 Thomas PhilipponThe Fintech OpportunityNational Bureau of Economic Research, Working Paper no. 22476,
Augud 2016, pp. D, athttps://www.nber.orglapersk22476

4 For example, see Robert Bartlett et @onsumeilending Discrimination in the FinTech Erdlational Bureau of
Economic Resear¢chWorking Papeno. 25943, June 2019, ktps://www.nber.orglapersi25943
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of pgld internet and mobile devices i1in finance
afford those sPervices and devices.

Asf i naamctiiadi t y uisndcesrgeiatsailn glexx hnol ogy, stehoeniet i ve da
hand, data asasmr sbe ruse&kd tammd ensure customers T e€ec
serv@metshe otlhlat ahaeamd be stdldy,amddudsddherienapper a
over privacy. Thdas owaeseshiguanandlodaasgmeéght s
andompamdseponsibilities +tanacwhedtdheg Todpanieg d
collect data feacarappropguatremenbsrs

Given that fintech may produce both positive anc
policymmkhkygyrconsider whether existing laws and 71 e
devel opment and 1impl emeneachnicdmsh plfe podequatadllyy be
mitigating the r1risks Thhinose peoxtatnm{hmeoslnodgeirelsy imnagy pr e s
t ec hmwadleovgeil opments that are Repingbmsmdlen financ
financial actiinwmiotviatsihvied lBSglys @dnebpppr oaches regul:
usetdnt epawtteechnol ogies oirnttoe cthhneo leoxgiys tcionngp arneigeusl

frameWokkcy issues that may be of interest to Co
AdditiomrddicCRBaspdtasweedent hf opaghout ithhhee report an
$SSHQIGAf a detailed examinat i@ORS offretph oRW 6f3i3n3t,e ¢ h i
JLOWHFK 2YHUYLHZ RI )LQDQFLDO 5HIXODWRUWDOIGe MSHRPHQVE SR

Sel ected Uhedcehrrgaylildiely el opment s

Fintech is generally -esnca btleecdht sbogltwosgd e peec £ or m g e n ¢
financiaThiactieodttiens .examines certain of these u
their potentialabéniedantsi aiineds rpolkiscy 1issues rela
Congresdereamgmay ichoose to consider

Prolifedamttiecamedf Access and Mobile Tec.

Thproliferafiannofadnbeneices has a number of br
consideration i sc atnf dqunogkllaym et @« osmpg@mii feiscant si ze
nt sag i namankidhti s eoabtlh&e rapid growth of small fin
hr cwmgihtnuga r ket share from iAdpn mhefmotr maitnamci al fi
echnology, howegerfimaygtreguestment, which coul
y have incredasrglemdalcepgpmsmst ol ¢edipnApapdima z o n,

e baonodk ,Gehoaglee st arted financial services operat
petiparsntosowith traditional financial 1inst:
t pdfaffdchiemgbi l ity to engage with different f
nnel will likely bkeloimnfdmihmg dsdTh @aaamvi medel f ¢

(B e Mle s B ¢}

5 Terri Friedline,Unequal Fintech LandscapeNew America, March 201&t https://newamerica.orgdcumentsZ110/
Unequal_Fintech_landscapes_FINAL.pdf

6 For questions regarding the use of the internet and mobile devices in financial services, congressional clients may
contact David Perkins or Chris Jaitan.

7 Itay Goldstein and Andrew KarolyiFintech: Whais Real, and Wha Hype Knowledge@WhartopMarch 12,

2019, atttps://knowledge.wharton.upenn.eaiticlefintech

8 For exampleseeWorld Economic ForumBeyond Fintech: A Pragmatic Assessment Of Disruptive Potential In
Financial ServicesAugust 2017, atttp://www3.weforum.orglocsBeyond_Fintech-_
_A_Pragmatic_Assessment_of_Disruptive_Potential_in_Financial_Services.pdf
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devel opments may

r concerns that offering fi
industry concentra

Another consideration in this area involves cons
pavbluntary dirs cnlamsddaetsosrggmwe d et o be dAsl ifvierrmsd t hr o
move more of their processes onlineel ¢ hteryo thiaove L
forsmant mind. Consumers may interact di fpfeerrently
disclosures. Accordingly, firms may need to des:i
discl osawmmuwntithoea tsea me nfevemht obn to consumers

“ee'<*Z1 cecezZele">1 T—esZceCe

The internet rwhasttebke qgédagicalplfy maarci al regul ati o
t he fMatnuwr e.i nancial regulations are applied to ¢
geographic ,c oanss imdoesrta tairoenass o f f i nsatnactee arreeg wluatj cere!
systeaxmmpl e, nonbank Il enders and money transmit
l evel 1in neawthh esht @ p& rseutbg eacntd t’e otnls apsne 1t setcat ti eosn

l aWh nt ech parrogpuoen et thtes i 1t theer mper topvfpasiciiolhistoafitneds s er vi c e
national s epdsetaateagnudlradtPaammeen e f f i ci ent when applied
based btihamwss constrai PHdwbyegeogtraphyregul at or s
advocates asseoexpensdadecd cegli]l ad onntsacd itom rmagulbatsa
nonbank fintldadf fiempaodfi dshe ComptCrQilnlidan adfi vtehd oC
accept appl i epautripmomssek fohastpercd atthat woudtdtatl ow c
thetnonal bank regulator regime, and subsequent
chageaxemplhiifSy pol?Aonpthebaeceacample is {ishe debate o0:
geographic assessment area shomiadity Reifnwnedt hon
AcP. L1288 Il aw designed to henccoruercigte meaendkss o fo tmheee
c ommu niint iwehsi ¢ h —tvhheeyno o me n gt & e r v iocveesr atrhee dienltievrenreetd
instead of at a Physical branch location.

nother athae imtwhmelh raises concerns is how eff
hey are sent electronically and read on a screc¢
eisgned to be del i Thwuasldt hanludeg drt eraodn i ocn dpiaspcelro.s ur es ¢
osts of printing and phmygychdhsgte Ghebdirilsvietryi ntgo driesac
nd underGummeanthye,m.financriealr ersepgounlsaitbolrey faogre nicmpe
onsydmser |l osQfrtee nl,a wish e s ee iatgheemrd a € ¥ D IWHr KHibEeRW

o ™o A~y

Conference of State Bank Supervisor s, ReéngiheeringgNenbanR : Over vi e v
Sipervision August 2019, pp.-3, athttps:/www.csbs.orgésbswhite-paperreengineeringnonbanksupervision

10 Brian Knight,Modernizing Financial Technology Reguitats to Facilitate a National MarkeMercatus Center at
George Mason Universityflercatus on PolicyJuly 2017, ahttps://www.mercatus.orgublicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

11 Testimony of Charles Clark, Director of Washington Department of Financial Institutions, before U.S. Congress,
House Committee on fancial Services, Taskforce on Financial Technol@yerseeing the Fintech Revolution:
Domestic and International Perspectives on Fintech Regulatib@ Cong., F sess., June 25, 2019, at
https://democratfinancialservices.house.gayploadedFiledAHRG-116-BA00-WstateClarkG-20190625. pdf

12 For more information on the Office of the Comptroller of the Currency (OCC) charter and leli@hgbs, seERS
Report R44614Marketplace Lending: Fintech in Consumer and SBaisiness Lendindy David W. Perkins

B Mark Willis, 8SGDWLQJ &5% *HRJUDSK\ ,WTV 1RWUnK&fiiy 6fPBXapvaniaVndtieP HQW $UHDV
for Urban Research, Penn IUR Working Paper, September 20itpst/penniur.upenn.ediploadsiedia/
Mark_Willis_10-1.pdf

14 safe harboprovisions provide that if the financial company uses the form they are presumed to be in compliance
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e hardware and softthawma ain I T sy
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hnhvekbumeftrdb
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variability
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igathh is used to generate insights®BsgpPara dec
11 ows extensinforanbed i @mamd fdamwmedt hedgl oud

omputing mwesiacthr aas discujplseadi mg momwdeaamisdtttaanidl b e
steche data in novel ways. Loan underwriting (eva
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ake timely repayment) 1s an example from the fi
as 71 el i-pecedr sommn apnr ocn® s § ¢ wud atnhgnitsgkhdk we ebe en mont hs
ears oldnaBihgsbattrbdet ipnegr f or med online using a gr
urrent data sources, potentially allowing for ¢
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n recent years, new technologies have led to t6&
ervic&dFoseetaoampl e, a s abceccooummet eilnefcotrrnoantiico,n shoanse

with applicable disclosure laws.

15 For example, the Consumer Financial ProtecBareau (CFPB) is required to test new disclosure forms with
consumers &fore it requires the entities it regulates to provide the disclosures to its custerheds (203 §1032).

16 For questions regarding Big Data, congressional clienysamatact Chris Jaikaran. For questions regarding the use
of Big Data in financial services, congressional clients may contact Cheryl Cooper or Andrew Scott.

17 National Institute of Standards and Technol@giST), NIST Big Data Interoperability Frameworkfolume 1,
Definitions Special Publication 1500r1, June 2018, dittps://doi.orgl0.6028NIST.SP.150alrl.

BGartner, “ Ga r httpsd/www@drtnes.comhinformatiorstechnologyglossarybig-data

19U.S. Government Accountability Offiqg€&AO), Data and Analytics Innovation: Emerging Opportunities and
ChallengesGAO-16-659SP, September 2016 hdtps://www.gao.godssetE80679903.pdf

20 For a more detailed discussion of financial services technology developments, see U.S. Department of the Treasury,
A Financial System That Creates Eoaric Opportunities: Nonbank Financials, Fintech, and Innovatiuty 2018,

pp. 2239, athttps://home.treasury.gov/sites/default/files/2@IRA-FinancialSystemthat CreatesEconomie
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uestions exist aboutors ws tau BikPaat pag paywes & lalnyd, rtehgeusl
uestionencetnseabout privacy and cybersecurity.
ecurity standards should be prescriptive and gc
ome arguprdsharti ptive approach can be inflexible
hat anbaosudgadoanepr oach might lead to institutions
ata sthmdaddisti on, questions extiy tl abso ud o mthiernt thee
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pafded.

Opportunities--NonbankFinanci....pdf

22For a more detailed discussion of data aggregation, cons u.
Inffor mati on Regarding Cons ume rFedetakRegiste83808, Navember 22¢20k6,Jat Re cor ds , ”
https://www.consumerfinance.g@alicy-compliancefotice opportunitiescommentarchiveclosedfequest
informationregardingconsumeraccesdinanciatrecords/ For a summary of the feedback from this Request for

Information,see CFPBConsumetAuthorized Financial Data Sharing and Aggregation: Stakeholder Insights That

Inform The Consumer Protection Principl&ctober 18, 2017, &ttps://files.consumerfinance.géddocuments/
cfpb_consumeprotectionprinciples_dataaggregation_stakeholdarsights.pdf

2Web scraping is used in many indust ViolatesAntirHSckieglLdavi mot hy B. L.
Appeal s CdrsidachniRaSéptemher9, 2019, attps://arstechnica.cotethpolicy/201909/web-scraping
doesntviolate-anti-hackinglaw-appealscourtrules!/

23 For more information on web scraping vs. application program interfaces (API), see U.S. Department of Freasury,
Financial System That Creates Economic Opportunities: NonBarancials, Fintech, and Innovatioduly 2018, pp.
25-39, athttps://home.treasury.gov/sites/default/files/2QIBA-FinanciatSystemthat CreatesEconomie
Opportunities--NonbankFinanci....pdf

24 For a longer diggssion of this debate, s&RS Report R4563Data Protection Law: An Overvigwy Stephen P.
Mulligan, Wilson C. Freeman, and Chris D. Linebaugh

25 GAO, Information Resellers: Consumer Privacy Framewldeds to Reflect Changes in Technology and the
Marketplace GAO-13-663, September 2013, p. 19 h#tps://www.gao.godssetg60658151.pdf
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Al ternat?fve Data
Alternative dat & pgdsantoah atdeld a4yt trreaf cirtsi amal ly used

consumporting agencies?’Fo catcuhtatleda boeldifisa:r
nonfinancial data. New technology makes 1t more

alternative data from a variety of sources.

For

alte
Data showing trends or patterns in traditional loan repaymeat da

Payment data relating to ndman products requiring regular (typically monthbayments,
such as telecommunications, rent, insurancetitities.

Checking account transaction and cashflow data
assets, which could include the regularity of
information doutprior income or expense shocks.

e xaf@mphsesnmehle FR ma twerde@ifioPBnR 1 uded the foll owinj
rnative data in a 2017 Request for Informat:ii

Dat a t hat S 0o me consider t o be related t o a cons

information about the frequency of changes in residences, employment, phone numbers or
emailaddresses.

Data about a ionanos acenpatiohad attaindnant, inaluding information
about schools attended, degrees obtained, angbjsiions held.

Behavioral data about consumers, such as how consumers interact with a web interface or
answer specific questions, or data about Heey shop, browse, use devices, or move about
theirdaily lives.

B

Data about consumer s friends and associates,
media?®

Alternative data could potentially be used to

corently c¢credit invi &bhlte adsounvoaddabhbeadenysimkes

security -porro tceontsiuaih r wiaonlcaitailonisn.stitutions can

26 For questions regarding alternative data, congreakidients may contact Chris Jaikaran. For questions regarding
the use of alternative data in financial services, congressional clients may contact Cheryl Cooper.

2T The consumer reporting agencies typically use past repayments on mainstream finaitafarirsedit, among
other data points, to calculate credit scores. For more information on the credit reporting induSiRg $&eport
R44125,Consumer Credit Reporting, Credit Bureaus, Credit Scomngl, Related Policy Issudsy Cheryl R. Cooper
and Darryl E. Getter

2CFPB, “Request for Information Regarding Use of Alternati-

P r o c e sFederdl Regyidtet 1185, February 21, 2017, tatps://www.consumerfinance.g@alicy-compliance/
notice-opportunitiescommentarchiveclosedfequestinformationregardingusealternativedataandmodeling
techniquescreditprocess/

29The CFPB distinguishes between different types of consumers with limited credit histories. One category of
consumers,aferred to asredit invisibles have no credit record at the thresionwide credit reporting agenciasd,

thus, do not exist for the purposes of credit reporting. According to the CFPB, this group represents 11.0% of the U.S.
adult population, or 26 dtion consumers. Another category of consumers do exist (have a credit record), but they still
cannot be scored or are considemedscorableNonscorable consumers either have insufficient (short) histories or
outdated (stale) histories. The insufficiamid stale unscored groups, each containing more than 9 million individuals,
collectively represent 8.3% of the U.S. adult population, or approximately 19 million consumers, according to the
CFPB.See Kenneth P. Brevoort, Philipp Grimm, and Michelle Kamliaa#a Point: Credit InvisiblesCFPB, May

2015, atttp:/ffiles.consumerfinance.gdi201505_cfpb_datpoint-creditinvisibles.pdf For more information, see

CRS Report R4597%inancial Inclusion and Credit Access Policy IssugsCheryl R. Cooper

®For a longer discussion on the benefits and risks of alte:
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increaseaadcd¢ o we r—octrheed ictocsfiteerdifsso menvi si ble or unsc
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derogatory® information
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The matfenretgcaal mt ing t he dorhediFtaime pCaretdiing Riempduw st ti m:
P.L50%8,1 enacted in 197ThatTkhkonEdRArr eagpiordeds ng age
reasonable procedures f ofrormeceotnisnugmetrh ec rneedeidts .o.f. ¢
which is fair and equitable to the consumer, wit
relevancy, and proper "fUsiilnigz aatlitoenr noaft isvuec hd ai tnaf ofr on
raises FCRA dompl.i aBFmae eguenmsptl e, alternative dat a
traditional consumer crddrmiishdmgt rgqmay efmemd s F (

Information Regarding Use of Alternative DPederalRegistet Model ing
1118511188, February 21, 2017, ktps://www.consumerfinance.g@alicy-compliancehotice opportunities
commentarchiveclosedrequestinformationregardingusealternativedataandmodelingtechniquescreditprocess/

31 Encryption is a process that secures information from unwanted access or use by changing information which can be
read (plaintext) and making it so that it cannot be read (cipherf@xtnore information on encryption, SERS

Report R44642Encryption: Frequently Asked Questiohy Chris JaikargrandCRS Report R4440Encryption:

Selected Legal Issugsy Richard MThompson Il and Chris Jaikaran

32 For more information on data privacy and data protection lawCB&Report R4563Data Protection Law: An
Overview by Stephen P. Mulligan, Wilson C. Freeman, and <BriLinebaugh

BFor example, a Charles River Associates report suggests t|
educational attainment, college or university attended and use of nonprime credit tend to be correlated with race and

ethnicity” Bank regulatory agencies have not malbgitimata cl ear whet!l
business justificatioflike, for example, using credit bureau information). For more information, see Marsha J.

Courchane and David M. SkandersBajr Lending in the Brave New World of Big Da@harles River Associates,

May 2017, p. 5, aittps://www.crai.consitestlefaultfiles/publicatinsfFE-Fair-Lendingwhitepapei050317.pdf

34E x p e rNew Stydy Shows How Alternative Payment Data Helps U.S. Consu@wedit Profiles” press rel eas e,
February 25, 2015, a&ttps://www.experianplc.comiediahews2015Alternativedatato-creditreportsutilities-and

rent2015/ andFinRegLab;The Use of Cash Flow Data in Underwriting Credit: Empirical Research Findihgg

2019 https:/ffinreglab.orglp-contentliploads201907FRL_ResearciReport_Final.pdf

35|n its testimony to the House Financial Services Committee, the NaGomaumer Law Center suggested that gas

and electric utility data and alternative financial produc
data with consumer protections would geesttnonydldoy increase co
mentioned telecommunication payment data and bank transaction or cashflow data as additional alternative data

sources to study. Sdestimony of Chi Chi Wuin U.S. Congress, House Committee on Financial ServidéRR TV

Keeping Score? HoldinGredit Bureaus Accountable and Repairing a Broken Systearings, 116Cong., F sess.,

February 26, 2019, pp-B1, athttps://financialservicesduse.gowiploadedfiledihrg-116-ba0Gwstatewuc-

20190226.pdf

%15 U.S.C. §1681.
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The mandate for the consner protection agencies CFPB andhe Federal Trade CommissioRTC) 2 is largely
to ensure that consumers aneot unfairly or deceptively harmely the practices of businesses under their
jurisdiction while maintaining@mpetitive marketplace. Within the context of fintech, there are treafés
between these objectives. For instance, encouraging firms to offer new kinds of conBiendly financial
services can help create a competitive market, but the new produatscals create the potential for unforeseen
risks to consumers.

37 Federal Reserve Governloael Brainard;“The Opportunities and Challenges of Fintéeemarks at the Conference
on Financial Innovation at the Board of Governors offiederal Reserve Systelyashington, DCDeember2,
2016 athttps://www.federalreserve.gmgwseventspeechirainard20161202a.htm

38 The Federal Reserve, CFPB, Fedd®eposit Insurance Corporation (FDIC), National Credit Union Administration
(NCUA), and OCCJnteragency Statement on the Use of Alternative Data in Credit Underwiecember 3, 2019,
at https://ffiles.consumerfinance.géddocumentfpb_interagencgtatement_alternativéata. pdf

¥CFPB, “Request for Information
Proce s , Fedetal Registet1185, February 21, 2017.

40 CFPB,Consumer Protection Principles: Consurfaithorized Financial Data Sharing and Aggregati@ctober
18, 2017, ahttps://ffiles.consumerfinance.gdddocumentfpb_consumeprotectionprinciples_dataaggregation.pdf

For a summary of the feedback that informed these principals, see CBR&ImetAuthorized Financial Data
Sharingand Aggregation: Stakeholder Insights That Inform The Consumer Protection Prin€pteber 18, 2017, at
https://files.consumerfinance.gé\documentsifpb_consumeprotectionprinciples_dataaggregation_stakeholder
insights.pdf

41 CFPB,Consumer Protection Principles: Consursanthorized Financial Data Sharing and Aggregati@ctober

18, 2017, pp. B, & https://files.consumerfinance.géddocumentsifpb_consumeprotectionprinciples_data
aggregation.pdf

42 A no-action letteris an dficial communication stating a regulator does not expect to take enforcement actions
against particular companies in certain situatibns.r mor e i nfor mat i on, s e e -Adi®P B,
Letter to Upstart Net wd, 2007, &https:#vwevw.consumeifirance.gajoutisé pt e mber 1
newsrooméfpb-announcedirst-no-actionletterupstartnetwork/

43U.S. Depament of the Treasury Financial System That Creates Economic Opportunities: Nonbank Financials,
Fintech, and InnovatignJuly 2018, pp. 239, athttps://home.treasury.gov/sites/default/files/2@IBA-Financia}
SystemthatCreatesEconomieOpportunities--NonbankFinanci....pdf

Regarding Use of
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Similar to other financial regulators, the CFPB and FTC issue and promulgate regudatisgges pertinent to
fintech44 such as payments and data security. In addition, both agencies have created outreach offices. Thq
consumer protection agencies also use enforcement actions as tools to manage the effects of fintech on th
financial system.

For a detailed examination tffie consumer protection agencieggulatory approaches and initiatives related t
fintech,seeCRS Report R4633Fintech: Overview of Financial Regulators and Recent Policy, AgpkodobesP.
Scott

Aut omdXe ci ma knngAmtidflinctiealll®i ge nc e
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(e . whetaheprarti cusllaab ¢bdgirvoesms hae tdheearme s of a particul
shbd be purchased at the current .mwhidcthhegerbased up
borrbassurcc ¢ pgafidl back lobhow mwmc thhs@ reigskstg

compawuey Ilmmast year). Historicalpygrfohmed bympl hrm
More recently, technol ogi ctaple rafdovramm ctehse shea vtea seknsa.b |
devel opment creates potential benefits and risks:s
implications.

Financial failrgnosr—ihtmlbmso dsed dsets of instructions an
aut oma-ttioc aclnlaypl e computers to make decisions for
lending and invest meSmtc hmama gpenmet nto ni nmdwys tprrioadsu ¢ ¢

al gor it hsimypce raha pBi Patiangnd aldiesawmssevdipndawi ously
better able to assess r11i1sks, predict out comes, a
traditional human assessment sautEdmaiahadueuag i1ineff
the prices and increase the availability of and
consusmmals]l b,usaimd stshees*®* underserved

Aut omation ec@mtalhhoe rpnasretaidard loanmalt v di pr ogr ams may n
as intended,ngpmsskdblyinesabtiity or discriminat:i
Al gorithms c¢can fail to perform as expected for
conditions, potentially prgoodruictihnngs ucnaenx peexcetceudt el oas
quickly and at large scale, those FbasksCraanhbe
of May ,ibn WHilddh t he Dow Jones Industrial Average
rebounded)adnhhgen tervaedmty wars caused in part by an
program that made sales more quickly than antici
vola¥ility.

44 Section 18 of the &deral Trade Commissidkct (15 U.S.C. §857) authorizeke FTCt o prescri be “rules whi
define with specificity acts or practices which are unfair or deceptive acts or practices in or affecting céhimerce

addition, various other statutes authorize FTC rulemaking; such rulemaking is typically promulgeteatdance

with 5 U.S.C. §553. One of the more significant rules the FTC promulgates with respect to financial institutions is the

Safeguards Rule, which implements the data security provisions of the GreaumBliley Act (GLBA; P.L. 106

102). For more on GLBA and the Safeguards Rule,GRe8 Insight IN11199Big Data in Financial Services: Privacy

and Security Regulatigiy Andrew P. Scott

45 For questions regarding automated decisionmaking and artificial intelligence, congressional clients may contact
Laurie Harris. For questions regarding the use of automated decisionmaking and artificial intelligence in financial
sewices, congressional clients may contact David Perkins.

46 Financial Stability BoardfinTech and Market Structure In Financial Services: Market Developments and Potential
Financial Stability ImplicationsFebruary 14, 2019, pp-3, athttps://www.fsb.orghp-contentliploadsP140219.pdf

47 Commodity Futures Trading Commission (CFTC) and Securities and Exchange CommissiorF{&i@)s
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and monlfo€edgress de cwiedneede essustcahrcys t hdd damdsur age o
financial regulatory agencies to deseltop t hem. I
implement rules regarding the devel opment and us

Cloud Corfiputing

Some have jokingly refomeodst@edapfBdoueh cognp uits ng o
a facetious charact egtihzea ¢ h Daxcloor gy Cl semcect icnocntpluyt idnegs c
usamsansfer their information from a resource (¢
own to one €lhoautd tchoenyp ulteiansge .all eviates users from
maintain techmiecaluirte ssomudr aest aamd t he staff to ma-

Regarding The Market Events of M&y201Q Report of the Staffers of the CFTC and SEC to the Joint Advisory
Committee on Emerging Regulatdssues, September 30, 2010, p, hthttps://www.sec.gowewsstudes2010/
marketeventseport.pdf

48 Robert Bartlett et alConsumeilending Discrimination in the FinTech Erblational Bureau of Economic
ResearchWorking Paper no. 25943, June 201tgps://www.nker.orgpapersh25943

“Ernest Hamilton, “AI Per pet uaTechilignesAuwin2a2019Bt as in the Lendi:
https://www.techtimes.comrticles?240769201904024i-perpetuatindhumanbiasin-the-lendingspace.htm
0%Penny Crosman, “Can Al s American8dnkebanvary 1,219 étl em be solved??”

https://www.americanbanker.conewstanais-blackbox-problembesolved

5INIST, U.S. Leadership in Al: A Plan for Federal Engagement in Developing Technical Standards and Related Tools
prepared in response to ExewetOrder 13859, August 9, 2019, pgb6 3athttps://www.nist.gogystentiles/
documents201908/10/ai_standards_fedengagement_plamg2819.pdf

52 For questions regarding cloud computing, congressional clients may contact Chris Jaikaran. For questions regarding
the use of cloud computing in financial services, congressional clients may contact David Perkins.

David C. Broks«eg’ ¢ SCmmpwmee B: The P r EEE SpecoumAugustBl, Cl oud Co mpu't
2017, athttps://spectrum.ieee.otgthhistory/silicon-revolutionsomeoneelsescomputefthe-prehistoryof-cloud
computing
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Another related potential L QVIMGKHKHBY croimsnlo ntl lya tr ed etr
insider may apeumpplosyelry ochrarcml i ent s naAtthbougkdusecs
to their data through encryption, an insider may
a manner that the information is kept confidenti
depend on the provindarg thackaypt ofe thef umdta to 1 e :
provider may offmanaegemegimptt i vaar winade ketyo t he wuser.
keep the data in their servers confidential betv
t hatovp der ac ése sdsa ttao tthhreo uugshe re ncr ypntaii mn emmd cdecr y
It should be noted that finahowmslk adsti fuatciceon het
threat. However, migratingertvoi ccel opurdonvpilodoeprer ¢ 4§ ntg o a d
the set of people that could pose an insider thr
being 1interbnyaltlhye nfaimaagnded iedxgt iemr sntail tl wt mamaged by t
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on the quality of i1its poliitcdiewd prwogidans., and r ¢

54 This report will use the terfmanksto refer collectively to bankand thriftholding companies and their insured
depository subsidiaries. This report does not refer to credit unions, though many of the issues related to banks examined
in the report may also relate to credit unions.

55 For nore information on cloud computing characteristics, see Institute of International FiGémes,Computing in
the Financial Sector, Part 1: An Essential Enabldugust 2018, pp.-4, athttps://www.iif.comPublicationsD/780/
IIF-Cloud-ComputingpaperPart 1.

56 For more information on encryption, SERS Report R4464Encryption: Frequently Asked Questipby Chis
JaikaranEncryption: Frequently Asked Questioby Chris Jaikaran.
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more detail in the mnext section). Before c¢cloud ¢
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57 Operational risk refer® the risk of losslue tofailed internal controls, peopler systems, or from external events

and indudescyber risks (e.g., data breaches, insufficient customer data backups, and operating system higek&ings)
Basel Committee on Banking Supervisi@minciples for the Sound Management of Operational Rigke 2011, at
https://www.bis.orgdublbcbs195.pdfand European Banking AuthorityBA Report on the Prudential Risks and
Opportunities Arising From Fintecluly 3, 2018, pp. 563, athttps://eba.europa.aitestiefaultblocumentdiles/
documents/018022700902c7859{576e421eb243al145c0eaall3l/
Report%200n%20prudential%20risks%20and%20opportunities%20arising%20for%20institutions%20from%20FinTec
h.pdf.

5812 U.S.C§1867(c).

59 The broader issue of regulating bank relations with thady technology servicproviders is also discussed in the
“Banks and ThirdParty Vendor Relationships s ect i on later in this report.

6012 U.S.C51867(C).
61Liz Hoffman, Dana Mattioli, and Ryan Tracy, WaFed Examined

Street JournglAugust 1, 2019, dittps//www.wsj.coméArticlesfed-examinedamazonsloud-in-new-scrutiny-for-
tech 11564693812
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62 |bid.

63 For questions regarding cybersecurity, congressional clientsomagict Chris Jaikarafor questions regarding

cybersecurity in financial services, congg®nal clients magontactAndrew Scott

64 This report focuses only on cybersecurity in financial services. For more information on cybersecurity generally, see

CRS In Focus IF1055%ybersecurity: An Imbduction by Chris JaikararFor information on data protection law, see

CRS Report R4563Data Protection Law: An Overvievy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.

Linebaugh

65 A denial-of-service attack is a cyberattack whereby an adversary delays authorized users from accessing system

resources. They may delay such access by overwhelming the system, for example, by sending an excessive amount of

internet traffic to a website, degiad its ability to operate.

8Rachel Adams, “Target to Pay $18.5 MNéewlYorkTimeMay23, 7 States i
2017, athttpsi//www.nytimes.coni201705/23businesgargetsecuritybreachsettlement.html

John D. McKinnon and Laura SaundaValsSireetd®imaMay 26,2816, 1 RS Expos
at https://lwww.wsj.condrticlestriminalssteattaxpayerdatavia-irs-web-service1432672691

8Anna Maria Andriotis, “Equifax Ident i fWallStreeAdbwnalt i onal 2. 4
March 18, 2018, dtttps://www.wsj.condrticlestquifaxidentifiesadditional2-4-million-affectedby-2017-breach

1519918282
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Seledeeldnological Innovations

When innovative financial technology i1is devel opce
product, it might 7raise queapploihcaswboldee r eght ade gne
foster the potential benefits and protects agair
fintech innovations, including their potential
issues that Congrelsmsosies tco nesandseirdenrg. or may c
Lend®ng

Traditionally, consumer and small business 1ende

applying fPhesenbwnlibamandpt orasthperssss poct i ve

borr dcweerdsi t wdet b r mmdestshreg t he lender would extend
and under what termsabFheecimnddwvwdiytil mdpopinoasss tad
costly. Dating back t oagatn eluadpsots el 9c8r9e,d iwti tshc otrhee cd

69 For eample, the bank regulators, through the Federal Financial Institution Examination Council, issue a
Cybersecurity Assessment Tool to help an institution identify its cybersecurity risks and its ability to address them.
0 For example, see Greg Baer and Ramter,A Tower of Babel: Cyber Regulation for Financial Servj&ank

Policy Institute, Banking Perspectives, second quarter 20b#tpat//www.theclearinghouse.obginkingperspectives/
2017201 7g2-bankingperspectivesiticlestyber-regulationfor-financiatservices

" For questions regarding lending, congressional clients may contact David Perkins or Cheryl Cooper.
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FICQ,utomean has increasingly becohen ag epnaerrta lo,f t h
automation in underwprecongedekees off ahgoruchmor
executed byt oa dceotneprumtienre whet her to detewbHatredit
terlmms .contrast, human underwriting relies on a »p
judgement (perhaps informed by a numerical credi

More recently, with the proliferation -f 1interne
often re PPUNHWSO®DFKKH@PHDIKHOMAQG HUNVE i rely or al most
online platforms an’dl m |agdodeiittaitbomno atwhc ke rowWr jatlit eg .n a
about prospenow vaev abiolr arbedvieet ritsor d pmbdber s halce e s s e d

wi t hb otrhréepweerr mi—snseiaonis |l enders can incorporate addi
traditional datat smd vcirdeeddi ti ns ccoreedsi ti nmrteop oars s € S S me
partboultdwea cPRadtidntriiaslkly, more data about a bo
teaccuratednd asbes sexprasdpecteidve borrowers for wh
informhacbhnngs(e.g., peoploa wintshu ftfhicn emrte d iot mh ik
determination about credi/t{Hwoowetshaicnhe spsr a(ices.égc.e,s s ma |
questions about what kind of data mhowlhet ber accec
its uwuse could result 1 n -pdriostpeacrtaitoen ivmpoalcattsi oonrs .o tAl
lending remains a small phirtt hoafs tbheee nc ognrsouwmenrg Iqeur
recentAcyomands ng ‘“a 2hd AaGAPwrnanesn provided by these
about $17.7 billion, up®from about $2.5 billion

72FICO is a trademarked term that was originallyaaronym that stood for Fair, & and Companythe company
thatdeveloped the score.

“Matthew Adam Bruckner, “The Promise an ChiddgeKentlaw of Al gor i t |
Review vol. 93, no. 1 (March 16, 2018), pp.-15, athttps://scholarship.kentlaw.iit.edidawreviewlol93/iss1//.

74U.S. Department of the Treasym@pportunities and Challenges in Online Marketplace Lenditgy 10, 2016, p. 5,
at https://lwww.treasury.goebnnecthlogDocuments/
Opportunities_and_Challenges_in_Online_Marketplace_Lending_white_paper.pdf

75 GAO, Financial Technology: Agencies Should Provi€é®O DULILFDWLRQ RQ /HQGHUBAOCE¥H RI SOWHUQD
111, December 2018, p. 33,Hdtps://www.gao.godssets700696149.pdf

76 A recent academic study from the Federal Reserve Bank aidelphia suggests that alternative data may expand
credit access and improve credit terms for some consu8egslulapa Jagtiani and Catharine Lemi&twe, Roles of
Alternative Data and Machine Learning in Fintech Lending: Evidence from the LendingChsliGer Platform
Federal Reserve Bank of Philadelphia, Consumer Finance Institute, Working Pdj3etat8
https://www.philadelphiafedrg/-/mediafesearckland-datapublicationsiorking-papers2018ivp18-15r.pdf

77 Julapa Jagtiani and Catharine LemieTite Roles of Alternative Data and Machine Learning in Fintech Lending:
Evidence from the LendingClub Consumer Platfgpm 1923.

78 Making a comparison of the relative size of these lenders to the consumer credit industry as a whole is difficult.
Borrowers often take out marketplace loans to pay down credit card debt and student loans, and thus arguably the entire
unsecured consumkran market is the appropriate comparison. If the comparison group is set inclusively with all
consumer credit included, the $17.7 billion is a relatively small segment of an industry of about $3.8 trillion as of the
end of 2017See Federal Reseryeinancial Accounts of the United Stat€@onsumer Credit Outstandinds.19,

historical data, dtttps://www.federalreserve.goeleaseg/19HIST/cc_hist_sa_levels.htmlin addition, marketplace

lenders also make loans to small businesses and small business owners, and thus arguably small commercial and
industrial loans also should be included in the comparison. However, marketplace loans are unlike credit card loans, in
that they ar@onrevolving(i.e., the amount loaned and term to pay back in full are specified), and they are unlike

student loans in that the can be more easily discharged in bankruptcy. If one characterizes marketplace loans strictly as
personal, nonreveing, and unsecured loans that are not student loans, they would account for an estimated 8.7% of a
$203.5 billion market at the end of 2017. See Federal Resénamcial Accounts of the United Stat&ata Download
Program, ahttps://www.federalreserve.gadtadownloadZhoose.aspx@l=z1. Upon congressional request, CRS will

provide data.

7 For a more detailed discussion of relevant laws fintectides must comply with and the lack of detailed guidance
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reasonably high interest rates), ar% important
ditional policy questions arise 1n cases WwWher e
her tosugdhuasrlroaannghenpd cffleJ XKUHF i ntech companies @
nks enter into a variety of such arrangement s
al gorithmic platform; do the wunderwriting on the
originate it; and hold it on®Thes e wanr rbaan gwenmeen tssh e
generally require a bank to slmsledtye & xtaani mend d 3
relationship requirements,sBasnkasafB8drThi mdre det
Vendor Re’lsactcitlomosmhd dist i o n, chearvtea irna iasrerda nl geegnmaeln tqsu e s
concerning federal prepempifdboablfystwhet hemrfedeaen

EDQMV e xporch osntheatxeismum interest rates apply to 1o

banks but | aQRQEMQNIhassechd rbyapplicable 1aws and
governing these arrangements are appropriately ¢
beeficial credit or expose consumers to potenti a
consumer protections 1s a matter of debate

from regulators, see GAQLLQDQFLDO 7THFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &ODULILFD
Alternative Data GAO-19-111, December 2018, pp-1®, athttps://www.gao.godssets700696149.pdf

80 Brian Knight,Modernizing Financial Technology Regulations to Facilitate a National MaNtetcatus Center at
George Mason Universityflercatus on PolicyJuly 2017, ahttps://www.mercatus.orglblicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

81 For exanple, see letter from Cynthia H. Coffman, Colorado Attorney General, Maura Healey, Massachusetts
Attorney General, et al. to Seditch McConnell, SenCharles E. Schumer, Sevlike Crapo, and SerSherrod
Brown, June 27, 2018, https://www.consumerfinancemonitor.camp-contentiploadsgites14/201807/AG-
Maddenletter.pdf

82 GAO, Financial Technology: Agencies Should Provide ClarificatRrQ /HQGHUVY 8VH R|GANOMHUQDWLYH 'DW
111, December 2018, pp-19, 1518.

83 For more information, seBRS Report R4572@&,ederal Preemption in the Dual Banking System: An Overview and
Issues for th&16th Congresdy Jay B. Sykes
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Figure 1. Depiction of Common Marketplace Lending Models
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Source: Congressional Research Service
Anot her area of debate 1is how c oHisnutneecrhs Iweinldli nbge
propomregites t hat because financial technologies
new data sources, tke cadiatihlnayd iolgi ¢ n dmay daxapasnadnd
businesses in a fair, safe, and less costly way.
burdensome regulation of these technologies coul
who may have pr eiveamtu sclryeHdiwte kaeadg esssisb.fhié cc ons umer a d
argue that inexperienced fintech lenders with a
could inadverteptrbyecvitobat eegadatmomns For e xamj
ma ke | oiaonn sd etchiast unintentionally ha%wi aml adtiismpagr a't
fair 1e®Alisong, lwhwen |l enders deny a loan applicat:i

84 For a hypothetical example, imagine a lender determines that which high school a person went to is correlated to how
likely he or she is to default on a loan, and so writes an algorithm that favors certain high istatdsto others in

terms of probability of application acceptance and interest rate charges. If the high school a person attends is also
correlated to race, that algorithm could result in a disparate impact on a certain race.

85 For example, the Equalrédit Opportunity Act (ECOA; 15 U.S.C. §8169691f) generally prohibits discrimination

in credit transactions based upon certain protected class
religion, marital otratpugst @ddet handppPhbéicameed salihcome deriv
program.” ECOA historically has been 1indisparpteiapactd t o prohi
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to the applicant explaini DEYHURD QR for t he ¢
commentators question how well lenders will unde
for an adverse action resulting from a decision

For more detailed examiSn aRteipoomr ODODMBMNHEBWSDOFHI/PRGLQI s
JLOQWHFK LQ &RQVYXNU@G/ 6BRCGDQRY i h nWRSPRebon s
R457pPHGHUDO 3UHHPSWLRQ LMHRVKHQ 'XDIOUM DA IDRIG6\VWXHV IRU
&RQJIJUHWY Jay B. Sykes

Banks anBafhyr¥endor %Relationships

As more banking transactionsi mgeraddedldepasidt athy o1t
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chooses to use thelplelNPsori insand sbandt nznnees anod
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perfor mbdnalty etl fe

ThBank Service Comp&H§6Acan( BlSehadd;IhGPlachym Act ( GLBA;
P.L.-10)®ibvasured deposegohygtbowmatdi setti @ef aut horit:i
TSRshat have contractuallhreedlBdt€idfotasd dtrihgels dvd gt chs ibta mrky
institut itoon trreegautl aatlolr sacti vities performed by co
bank and grantthsortibtegmttoh etxhhipm d £y atnhdantd epgruol vaitdee
services to bankspsihchbodinggchpdékpandnioitgpc esst,a t ¢
bookkeeping, and accounting. Section 501 of GLB:/
appropriate standards for financial institutions
cust omeart iHenh,co etmhe prudential depository regulato
in 200¢gebhaks to establish i.nnlAdomrgnacttiholena nskedcium g st,y
mugttgularly assess the risks toomromtshhene rf d mri)o r ann
impl ement appropriate policies, procedures, test
substantial har nc uasntdo menrcso.n viehnei egnucied atnoc e requires

continuous opervenghbh so S uBRERandtulreey tnmaptmrt apmi at e

discrimination, in which a facially neutral business decision has a discriminatory effect@eciqat class. However,

the Supreme Court’s reasoning in a June 2015 decision invo
antidiscrimination law, has spaad debateabout whether disparate impact claims are permissible under ECOA. For

backgroundn disparate impact claims, SRS Report R4420B)isparate Impact Claims Under the Fair Housing

Act, by David H.Carpenter

812 C.F.R. §1002.9(a)(2).
87 For questions regarding bank thipdrty vendors, congressional clients may contact Darryl Getter.

88 See Basel Committee on Banking Supervisirmciples for the Sound Management of Operational ,Riiske
2011,athttps://www.bis.orgdublbcbs195.pdf
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For more detailed e xCaRBSi nlant iFoorc ¥ FKGFRIORIIZiBsHsUlYd FH s e ¢

3URYLGHUV IRY %DONVy!l E. Getter

Regulating Fintech: Depository Regulators

The depository regulatord the Federal Reserve, FDIC, OCC, aNdtional CreditUnion Administration

(NCUA) 3 face particular fintechelated challenges regarding how to ensure banks and credit unions can
efficiently and safely interact with nonbank fintech compahi8smetimes fintech companies partner with and
offer services to barskor credit unions. Other times, they seek to compete with banks by offering bank or-ba
like services directly to customers. In some circumstances, banks themselves can develop their own fintech

Given their broad responsibilities, banking regulators eagage with and respond to fintech in numerous ways
including by amending rules and issuing guidance to clarify how rules apply to new products; supervising th
relationshi banks form with fintech companies; granting banking licenses to fintech cesipamil conducting
outreach with new types of firms to facilitate communication between industry and regulators.

For a detailed examination of the depository regulat@gproaches and initiatives related to fintesleeCRS
Report R46333Fintech: Overview of Financial Regulators and Recent Policy, AgpkodobesP. Scott

89 For example, see the following releases: NCB¥aluating Third Party Relationshipketter No.: 07CU-13,

December 2007DIC, Guidance for Managing Thirgarty Risk FIL-44-2008,June 6, 2008; Federal Financial
Institutions Examination Council, “Financial Regulators
Providers,” press r kitbsd/wewdfiec.gopresspria3¥12.imFDIC, XéchHnalagy a t
Outsourcing: Informational Tools for Community Bankéti -13-2014, April 7, 2014FDIC Office of Inspector
General,Technology Service Provider Contracts with FEBQpervisednstitutions Office of Audits and Evaluations,
Report No. EVAL=17-004, February 203and NCUA Office of Inspector Genera&ludit of the NCUA Information
Technology Examination ProgratnOversight of Credit Union Cybersecurity PrograReport No OIGL7-08,
September 28, 2017

9 For more information on banking industry consolidation,GB& Report R45518anking Policy Issues in the

116th Congresscoordinated by David W. PerkinandCRS Insight IN11062BB&T and SunTrust: The Latest
Proposed Merger in a Longierm Trend of Banking Industry Consolidatitwy David W. Perkins

91 The Federal Reserve, Federal Deposit Insurance Corparatid Office of the Comptroller of the Currency
comprise the federal banking regulators. The National Credit Union Administration regulates federal credit unions.
These four agencies are collectively the federal depository regulators.
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Consumer Elect?fonic Payments

Consumers have severahoaoptasbnsgr tass mlikdedtdbdbienct r on i
For instance, consumers can make purchases by s
terminal; they cannnstt dme otrhmaitrn omo ra fite raa yddcggimt yauhse ew
app to scan a barcode on a mobile phone that 1 ir
enjoy electronic payments innovations that alloyv
l1imihte nged¢d to®* manage cash.

Figure 2. Consumers PaymentTransactions, Selected Years
Number of U.S. Transactions, In Billions
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. HEN
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Source: The 2019 Federal Reserve Payments Study: Initial DataRetpagéyww.federalreserve.gov/
paymentsystemi/paymentsstudy.htm

De s phiet et eec hnol ogy surroundipgy ment aenvhet npteuyakielnyt s ,
run through the banking system. Accessing these

92 For questions regding payment systems, congressional clients may contact Andrew Scott.

93 For examplePayPal enables users to send and receive money via credit or debit card, directly through their bank, or

by using funds stored in their account. Square offers a mohjitagra terminal that enables consumers to swipe or

insert a payment car&urther, cah can take longer to process at the point of sale (making change, counting coins,

etc), preserga security risk (carrying cash in a register), and takes time to sepes(ting cash reserves in a bank

accounty-s ome of these issues are elucidbutEe DonAdNeWw aNe wifian, “C
York TimesDecember 25, 2017, https://www.nytimes.cor@01712/25hyregionho-cashmoneycashlessredit

debitcard.html
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Re alli me Pa$¥ments

There ar e isne vtehrea Ip rsotceepsss of completing a payment
various(Q&cypVaHyUsnne nt services accessed by consumers
the private s ec taonitksdb aink tphaey noetnhte rmehsasnadg,embg nt cl e ar
can currently be executed through®Thestems run pr

94 FDIC, 2017 FDIC National Survey of Unbanked and Underbanked Housel@ddsber 2018, p. 4, at
https://www.fdic.gowouseholdsurveg0172017report.pdf

9 A 2018nationally representative survey from the Federal Resdwas that 426 of consumers prefer to use debit
cards, compared to 29for credit cards an@2% for cash.The survey also shows thzalf of consumer transactions
are less than $25, and%®f those transactions are completed with cash; further, almosigheeters of P2P transfers
were cash transactiorisinally, dthough cash has generathended down both in preference and usage over the past
few years, households with annual incomes under $50,000 have increased their daily cash Rotdingy®, see
RaynilKumarandShaunO > B r 20&9rFindings from the Diary of Consumer Payment Chéiederal Reserve
System, Cash Product Office, June 2019, p. fttps://www.frbsf.orgéashpublicationsfed-notes2019/june2019
findings-from-the-diary-of-consumetpaymentchoice/

9 Claire WangCash Me If You Can: The Impacts of Cashless Businesses on Retailers, Consumers, and, Cash Use
Federal Reserve System, Cash Product Office, August 204@psitt/www.frbsf.orgtashfiles/CashMe-If-You-Can
August2019.pdf

97 For questions regarding retine payment systems, congressional clients may contact Marc Labonte.

98 Federal Financldnstitutions Examinations Councilyholesale Payment SysterisExamination Handbook, July
2004, pp. 18, 1217, athttps://ithandbook.ffiec.goittbookletsivholesale-paymentsystems.aspx
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Accordiagatlt oRimdrorvder @rthee Plnwealeld, States 1is far b
countries in #dmms pafymeatisng vraad™bl e to the gen

PYFeder al PRtentiat Modifications to the Federal Reserve Bahkaional Settlement Service and Fedwire®
Funds Service To Support Enhancements to the sageACH Service ” Fé&ddral Registe?21223, May 16, 2019,
at https://www.federalregister.gacuments201905/16/201909949potentiatmodificationsto-the-federatreserve
banksnationatsettlemenserviceandfedwire-funds The Federal Reserve sought comments on this proposal in
November 2018. S Patentiald-dderal RdservR Actions tor Supportinterbank Settlementtef Fas
Payments ” F&déral Registe221, November 15, 2018, p. 57351h#ps://www.govinfo.gowontentpkg/FR-2018
11-15/pdf/201824667.pdf

WThe Federal Reserve stated, “it will likely t-ake longer f
sector service, to achieve nationwide reach regardless of
Federal Reserve Actions Support Interbank Settlement of Faster Paymdésket No. OPL670, August 5, 2019, at
https://www.federalreserve.gmdwseventaressreleasdfés/other20190805al.pdf

101 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster Paybmskst No. OP
1670, August 5, 2019, pp. 73, athttps://www.federalreserve.gmgwseventgressreleasdiés/
other20190805al.pdf

102 By statute, all depository institutions, including commercial banksceedit unions, and a select number of
nonbank financial institutions may hold reserve accounts at the Fed.

103 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster Paymskst No. OP
1670, August 5, 2019, attps://www.federalreserve.gmgwseventgressreleasddés/other20190805al.pdf
MEor an overview, see National FastertPaymestlGld” Maeya r3i,n g2 OHlo9u,s ea tAs
https://www.nacha.orgystemfiles/2019 10/FasterPayments101_2019.pdf

5The C1 e ar The RTPHNetwoskeFor Alf Financial Institutiofis https://www.theclearinghouse.org/
paymentsystematp/institution

106 Federal Reservef UDQVFULSW RI &KDLU 3R ZHY3D,PULSB Hitths:MvenRi€ EralbEe®/E.dbv/
mediacentefiles/FOMCpresconf20190731.pdf
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For more informa€RSnReoemot B 6RBDWPHQUHB SROLF\ ,VVXHV
J)DVWHU 3D\PHQWY DG QRKRYPWLRQ Cooper, Marc Labont ¢

7Aar on RdaldimemPayménts Can Help Combatinequality Br ookings Institution, March
https://spotlightonpoverty.orgpotlightexclusivesieattime-paymentscanhelp-combatinequality/

108 CFPB,Consumer Voices on Overdr&ftograms November 2017, pp. 189, athttps://files.consumerfinance.gdv/
documentsfpb_consumevoiceson-overdraftprograms_eport_112017.pdf

109Thomas WadeRrimer: What Is A Realime Payments System, And Who Should Operagarie?ican Action
Forum Insight, June 11, 2019,htps://www.americanactionforum.onggightprimerwhatis-a-reattime-payments
systemandwho-shouldoperateit/.

110The Ckaring House, comment letter, Docket No-T825, December 14, 2018, htps://www.federalreserve.gov/
SECRS2019February?201902070P-16250P-1625_121418_133156_423844567989_1.pdf

111y.S. Department of the TreasulyFinancial System That Creates Econo@jportunities July 2018p. 156, at
https://home.treasury.gov/sites/default/files/2@IBA-Financial Systemthat CreatesEconomieOpportunities--
NonbankFinanci....pdf

112|ndependent Community Bankers of America, commentrjeitecket No. OPL625, December 14, 2018, at
https://www.federalreserve.g@®ECRS2019March20190315DP-16250P-

1625_121418 1312_402680988614_1.pdDpen Payment Network, comment letter, Docket No-16P5,
December 14, 2018, https://www.federalreserve.gt8ECRS2019April/ 20190408DP-16250P-
1625_121418_133340_452781016249_1.pdf

113See Aaron Rosenbaum et &aster Payments: Market Structure and Policy ConsideratiBederal Reserve,
Working Paper no. 201700, September 2017, fattps://www.federalreserve.g@donresedsfiles/2017100pap.pdf
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Cryptoctrrency
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validate paymenttshatprageptubldi Erbmdgaval id change
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orSULYDMhHo NH\ only to A et raacrcsoauentti chm ladeeacur s when t
transfer digital currency coep)erfhraopm oime paacycnoeunntt ftc
The buying party will unlock the currency used a
amount to be transferrsd HThemsk¢teactethent ]l boksh:t
account usineg kiFyr.omwh hpr peaspective of the indi-n
the mechanics are similar to authorizing payment
enter a username and password. In additsion, c¢omrg
can download onto a device to matkrei ardlnw.acting i
I ndi vi dwaclhsa scea nc r yprt oeoxpachsae fwire s r ad-i ¢t s oadl mgoegrn
like the U)LSIXYUHwolr]l ot hese et hptyoawmamdmndoeng wor k
for the cryptocurrency platfor m.

Many digital c¢ubl @ alktgehcphlmod fosgaylns das e ch'ynges to t
I n a b leoncakbclheadi ns ystem, payments are validated on
decentralized network of sySMemtheepasgygsdsmsypt c
that oddelnmvd w ee a € henxocthhaenrg e s olmueet hd inged uamfd evnac y )
because tthhee yp htartdufsott m pr ot ocols to pr.event 1inval.:i

114 For questions regarding cryptocurrency and blockchain payment systems, congressional clients may contact David
Perkins, Eza Su, or Chris Jaikaran.

151n cryptography, &eyis a value (e.qg., a string of numbers) used for the operations of encryption, decryption,
signature generationy signature verification.

116 David Mills et al.,Distributed Ledger Technology in Paymer@earing, and SettlemernBoard of Governors of the
Federal Reserve System, Financial and Economics Discussion Serig39%)18ashington, DC, 2016, pp.-14, at
https://www.federalreserve.g@donresdatééds2016files/2016095pap.pdf

117 For more information on blockchain technology, €8S Report R4511@lockchain: Background and Policy

Issuesby Chris Jdiaran Blockchain: Background and Policy Issuéyg Chris Jaikaran.

118 Dylan Yaga et al.Blockchain Technology OvervieWIST, NIST Interagency Report 8202, January 2018, pp. 12
25, athttps://nvipubs.nist.gomistpubsit/2018NIST.IR.8202.pdf
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Figure 3. Cryptocurrency Prices ,June 2015March 2020
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Source: Coinbasedatg accessed through thiéederal ReservBank of St. Louis Economic Data website at
https://fred.stlouisfed.orgategories33913
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119 Jerry Brito and Andrea CastillBjtcoin: A Primer for PolicymakersMercatus Center at George Mason University,
2016, pp. 1318, athttps://www.mercatus.orgystemfiles/gmu_bitcoin_042516_webv3_0.pdf

120 For more information on this issue, 8BS Report R4542Tryptocurrency: The Economics of Money and
Selected Policy Issugsy David W. PerkinsandCRS Report R4571G,he Potential Decline of Cash Usage and
Related Implicationsby David W. Perkins
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Financial i nnoavrakeitosn hans cguepnetraalt end new for ms of
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PIFor example, The U.S. Attorney’s Office Southern District
the “Silk Road’” Website, Found Guilty in Manhattan Federal
https://www.justice.gowsaesdnyprirossulbricht-creatorandownersilk-roadwebsitefound-guilty-manhattan

federalcourt

22Ni cholas Gess and Andrew Ray, “State AttorneyYWd General to
Things FinRedblog), Lexology, July 31, 2018, https://www.lexology.contibrary/detail.aspxg@=baaab9foafl2-
49e699d5b063b0e61533

12315 U.S.C81693¢,81693f,81693g.

124 5eeCRS Report R4333®itcoin: Questions, Answers, and Analysis of Legalés by Edward V. Murphy and M.
Maureen Murphy

125 For questions regarding capital formation, congressional clients may contact Eva Su.
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1265 E CUpdated Investor Bulletin: Crowdfunding for Investors Ma y 1 bttps:/@vdwls@c,godiea/
investoralertsbulletinsib_crowdfundinghtml( her einafter SEC, “Updated Investor Bul
Investors?”).

1273 E Clnvestor Bulletin: Initial Coin Offerings” J ul y https;/mvav(investor.gaadditionatresources/
newsalertsalertsbulletinsinvestorbulletir-initial-coin-offerings( h e r e i n a lfivestor Bulletih:dnitial Coin

Offerings’ ) .

2§EC, “Updated Investor Bullet i dnvestorBuletid: hitahGbinng for Investo
Offerings ”

129 Garry Gabisonynderstanding Crowdfunding and its Regfibns European Commission, 2015, at
http://publications.jrc.ec.europa.egpositorybitstreamIRC92482bna26992enn.pdf

BOSEC, “Cr o wdFederalRegiste713887300, November 16, 2015.

131 Marc Franson and Peter Manbetke Regulation of Marketplace Lending: A Summary of the Principal lssues
Chapman and Cutler LLP, April 2019, pp.-829, athttps://www.chapman.comiediapublication/
926_Chapman_Regulation_of Marketplace_Lending_2019.pdf

132 For more information on securities regulation and initial coin offeringsCBs Report R45308ecurities
Regulation and Initial Coin Offerings: A Legal Priméry Jay B. Sykes

WMSEC, “Investor Bulletin: Initial Coin Offerings.?”

B¥SEC Chairman Jay Clayuromenc¢iSe¢satame nltniotmi &Clr ypdiow Of ferings
https://www.sec.gowewspublic-statemenstatementlayton201712-11.
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135pwC DealsConsideringan IPOR )XHO <RXU &RPSDQ\fV )XWXUH" ,QVLIJKW LQWR WKH &RVV
Public, November 2017, dtttps://www.pwc.comiskentealspublicationsassetsiostof-anipo.pdf

136p | 112106, 126 Stat. 306 (2012).
BISEC, “Cr o wd FedenalRegiste713887.389, November 16, 2015.

138 For more information, se€RS In Focus IF1004, Financial Innovation: Digital Assets and Initial Coin Offerings
by Eva Su

139 Satis GroupCrypto-asset Market Coverage Initiation: Network Creatidaly 11, 2018, at
https://research.bloomberg.cqubtest28giW28tf6G7T_Wr77aU0gDgFQ

MWFinancial Industry Re miial Goin Offegngs4ACAskhWhatitat Know((NEW aNoRTire ,
Tested Tipsforinvests, ” I nvestor Al e http//wwiiingawrginvestosalertshifial-coin- a t
offeringswhatto-know.
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enforacmdwgdaiest entities for mnoncompliance wit!l
obteadimurt bdmndeérslliegedI™Ofraudule

Related Issue: 'LILWDO $VVHW FKDQJHVp

Digital assetsoften referred to ascrypto assetamong other terminologyare digital representations of value
made possible by cryptography and blockchain, and include the coins and tokens thifeuggh ICOs.Within the
past two years, this new asset class has experienced rapid growth, high volatility, maturing practices, and
regulatory scrutiny44 About 300 platforms are offering digital asset trading and referring to themselves as
"H[F KD Q bHDEperbbér 201945 In addition, platforms trading digital assets appear to resemble securitie
exchanges, as they bring together buyers and sellers, execute trades, and displayipviea®r, many such
platforms, if they are regulated at all, are registtas moneytransmission services (MTSs) instead of-SEC
regulated national securities exchang€d’he SEC issued a statement in 2018 clarifying that online platforms
buying and selling digital assets that qualify as securities could be uHiawful.

The SECregulated exchanges are designed to protect investors against fraudulent and manipulative adtieitic
very activities frequently observed in digital asset traddrwe widely cited academic study illustrates the scale
potential damage one digi@$set market manipulation could create. The study argues that a single market
PDQLSXODWRU OLNHO\ IXHOHG KDOI RI %LWFRLQ -V 148 Fhe laEtiMitias X
ZHUH UHSRUWHGO\ FDUULHG RXW WKURXJK W K HBidibek. AHjoup o5 L J L W
cryptocurrency investors tefiled a class complaint against Bitfinex and Tetheecompany that administers a
cryptocurrency of the ame namé for $1.4 trillion in damage®?

7KH 6(& WRRN LWV ILUVW HQIRUFHPHQW DFWLRQ DJDLQVW DQ X
WKDW WKH SODWIRUP "KDG ERWK WKH XV Héah anind/riatidoh8l BdditiesQ G X Q
H[FKDQJH DQG ZDV UHTXLUHG WR UHJLVWHU »butwds patéehted toshaRel faile
to do so150

MWMSEC, “SEC Announces oBConmbatiCybeBmesnetd ITnhhirteiaattsi vaensd tPr ot ect Ret ai
release, September 25, 201 7htps://www.sec.gowiewspressrelease?017-176.
MWSEC, “Cyber Enf o https/mensec.gagpotlighitybarsecurityenforcementctions

13

“For questions regarding digital asset securities

144 Financial Stability BoardCrypto-assets Report to the G20 on Work by the FSB and Staisdttidg BodiesJuly
16, 2018, ahttp://www.fsb.orgivp-contentiploadsP1607181.pdf

145 CoinMarke t C alpp,100‘Cryptocurrency Exchanges by Trade Volurtiehttpst//coinmarketcap.conahkings/
exchanges

146 MTSs are money transfer or payment operations that are mainly subject to #taetehen federal, regulations.
Marco Santori, “ What I's Money Transmission and Why Does 1t
https://coincenter.orghtryivhatis-moneytransmissiorandwhy-doesit-matter

“For more detSaialtse,mesnete oSME®,0ot“entially Unlawful Online Pl atf
7, 2018, ahttps://www.sec.gowewspublic-statemen#nforcementm-statemenpotentiallyunlawfulonline-
platformstrading

148 JohnGriffin andAmin Shams)s Bitcoin Really UrTetheredSSRN, October 28, 2018t https://ssrn.com/
abstract3195066

149 Phillip Rosenstein;$1.4T Bitcoin Manipulation Case Preposterous, Tether, Stigsv36Q November 15, 2019, at
https://www.law360.conafrticles1220333print%sectionfintecha nd New Yor k A AttomeyfengralGener al ,
JamesAnnounces Court Ordekgainst* C r y @utrency CompanUnder Investigation For Fraid, press rel eas e,
April 25, 2019, ahttps://ag.ny.gowressreleaseZ019Attorneygeneraljames-announcesourtorderagainstcrypto-

currencycompany

150§ E CSEC Charges EtherDelta Founder With Operating an Unregistered Exchange r e s s tr el eas e, No ve ml
2018.

exchang
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,] GLJLWDO DVVHW WUDGLQJ SODWIRUPV DUH EX\LQJ DQG VHOOL
securiteV UHJXODWLRQ:V EDVLF REMHFW LY HAHoWwERXsOnGobserdetd) ieoitlirg R
international authoritiesbelieve thatalthough digital asset trading platforms may face issues similar to traditid
exchanges, regulatory approacheay still need to be adjusted to account for particular operating models that
may amplify risks differenti§?

For mnpfermation, o8R8hRepor sLIRWBODOSVVHWYV DQG 6(&
5HIXODWLRQERS Repor &DBUWDRQ ODUNHWYV 6HFXULWLHV 2IIHUI
BROLF\,, VYV XHY vl@aR& uRe por 6HRYUWEMNXMMWLRQ DQG ,QLWLDO &R
21THULQJV $ /HIDO 3WLRHWB. Sykes

Hi gl equency Securities ahhd Derivative

Al t h ohuegrhe, its mno wuniversal hiegthnt quencyggpntabonyg (¢t
tegmnerally etfoefsaltgorishmmsc trading in financi
secu,dietriievsat i ves , atnhladcornydputcetuepde theyn mpaeser s execut

trades within microseconds or milll% eyaeadbnrdss. 1t I
currently acc datnot s6 0f% ro fr otuhgeh Ityr a5d0i ng v &1 ume in d
Depending ony tarmadd i magr kset tre actiogngdni tt hiddérilisig ge s ms c a s e s

can diatclheerrpas nti ve effectsinerm emas e dselailqlwaddi t y, (e .
spreads, deermav,athas hmpt p ved oprr icceer tdaiisnc onveegrayt)i v e
(e.g., decreased liquidity, #fiogrh ecre rvtoaliant iilnivteys,t oa
Generally, traders who empl oas mthFIT sptrroaftietg ipeesr atrre
huge number of tr wdiegsh. aTilt iosmait s da ¢ riaadvi endg tbly ¢ o mp-
execute certain kind of tWdrnaddsvihvesrdepomise t o s
placement. Broadly speaking, these strategies ca
strategies. Pas PUElWUY D3 ttMdebnGtts) i tnoc l urdeef it fr om p

for the s ame sttiovcekss torra diehde iorn ddeirSD¥WMYEe¥YH PDUMHWN g
PDNLQdn which profits are generated by spreads b

the prices at which securities are bought and s
RWHI DQWILRPEPWQRQYPsLtIQ4L W RQe s .

151 SEC,Statement on Digital Asset Securities Issuance and Tralimgember 16, 2018, attps://www.sec.gov/
newspublic-statementligital-assetsecuritesssuuanceandtrading and Board of the International Orgazation of
Securities CommissionkssuesRisks and Regulatory Considerations Relating to Crfstset Trading Platforms
May 2019, ahttps://www.iosco.ordibrary/pubdocgpdf/IOSCOPD627.pdf

152 G7 Working Group on Stablecoirisyestigating The Impact of Global Stablei@ctober 2019, at
https://www.bis.orgipmifpubl/d187.pdf

153 For questions regarding higrequency trading, congressional clients may contact Gary Shorter.

Mol ly Wood, “Hmomeoqumarmdy Hirgsadi ng Can Ri gMatkétplaceMar ket , I EX Fo
September 18, 2019, lattps://www.marketplace.org01809/18too-muchhigh-frequencytradingcanrig-market
saysiex-exchangdounder/

155 Staff of the Division of Trading and Magks,Equity Market Structure Literature Review Part II: High Frequency
Trading, SEC, March 18, 2014, pp-1&, athttps://www.sec.gowmarketstructuregsearch/
hft_lit_review_march_2014.pdf

156 Order anticipationinvolves traders using computer algorithms to identify large institutional orders that sit in dark
pools or other stock order trading venues. As part of it,-frigguency traders may repeatedly submit sisiakd

exploratory trading orders intended to detect orders from large institutional investosmintum ignitiostrategies

an HFT firm initiates a series of orders or trades aimed at causing rapid up or down securities price movements. Such
t r a d ayintend‘tmat the rapid submission and cancellation of many orders, along with the execution of some trades,
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wi 11 spoof” the algorithms of other traders into action a
the trader may intendt t r i gger standing stop loss orders that would he
Release on Equi t yFeddralRegisteB6M®, tJanuacy 2ty 2080, ” 7 5

157The bidask spread of a security is essentially the difference betweenitkénvestors are willing to pay for it and

the price other investors are willing to sell it for. Theoretically, lowereehbldspreads should reduce the costs of

trading for all investors. LiquiditorsellasecurityiwhileBavinga i nvestor
minimal impact on its price. Price discovery is the process by which the value of a security is established through

market supply and demand dynamics.

See Terrence Hendershott, CharA¢goMithommes TraddnAl baeampt oMen
Journal of Finance v ol . 66, no. 1 (2011); and Ch a4requencyM. Jones, “ Wh a
Tr a d iColgrbia Business Scho®lesearch Paper No.-13,March 20, 2013.

Al bert J. Me nk eseof HIghF r“eTchuee nEccyo nTormai d i Amnyial ReViawkof Ringncid t o ¢ k, ”
Economicsvol. 8, no. 1 (2016), pp-2, 56.

159 SEC,Equity Market Structure Literature Review PartHigh-frequencyTrading, March, 18, 2014, m 811, 22

28.

160 For more information, seERS Report R44443]igh Frequency Trading: Overview of Recent Developméyts

Rena S. Miller and Gary Shorter

161 Subsequently, a joint SECFTC analysis determined that humaroewas the direct cause, but that HFT may have

exacerbated it. See CFTC and SE®@dings Regarding The Market Events of May 6, 2&R&port of the Staffers of

the CFTC and SEC to the Joint Advisory Committee on Emerging Regulssolgs, September 32010, pp. 18, at
https://www.sec.gowewsstudies2010marketeventseport.pdf
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tragdbtayed during that event CFRATrsits pdmpmaeadd aby at
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trade on a particular stockrwas adomewttdd) . e qaund ig
options mar ket sS.ECAcCchoaridi nMa rtyo JtoheWRj ¢ gyl btyows r t u
will have more timely access to a comprehensive
efficiently and ef fceocntsitvreul cyt cnoanrdkuectt erveesnetasr,c hmo nrie
and identify and " Phhessygtae¢m, mibicomdhas .raised s
conc¥has,also earned prospective praise as a toc
broadeningC whialtl tbhee aSbEl ¢ t o s GATa sp-himts e gmwne i Ins s
late 2019, and it is projected to be fully opera

Policymakers havethekenns nanmbeddaftsgeaoncerns r
HFT Whet heirk et htehsee asptprr opr i at eHFbEploa mamd iladt wear ffid
while appropriately mitigatingFornskzsamEFocitbhed
and CFTC have either approved or not opposed 1 ec
including the NYSE American, the 1EZX, and the g
U.S.) to adopt trading ddIFdly t fseapaklecads iasdifsa nati angeeds .a t

For monfermation, o@R8EhRepor #lsIKEPYHHAIXHQF\ 7UDGLQJ
2YHUYLHZ Rl 5SHFHQWbHL'HYRORSPHQWWIi; ;lam@RS aRdp &Gat yREH 66 8
+LIJKUHTXHQF\ 7UDGLQJ % DFNJIHRXQOG WRRQ FHYBY R SMHHBEQW V
Shorter and. Rena S. Miller

AssMdnageifient

Asset management companies poolnmoneytfooml vanvwe
and ittheesstnndheir behal f%Tfhoer SfEiGs asiws¢ itahbenm g e me m § .

i ndusptri yma r y Trheeg ualaanteogre. me nt s i ndas ¢ afgiinntgelcyh utsoi n g
conduct 1nvepd¢ mttortandri easgchaarambdjsdertrtsv Apcreosmi ne nt

example 1is thGRIpREYVYEVMRUprawhiomh ofut omated progr ams

S EC, “SEC Approves New Rule Requiring ComgoAdtdiatietdy Audit
press release, July 11, 2012h#ps://www.sec.gowewspressrelease?0122012134htm
B3EC, “SEC Approves New Rule Requiring Consolidated Audi't

164|1n March 2019, the SEC removed one such critical concern when it said that some personal information from

individual investors will be excluded i@ CAT, which reportedly was a concession to brakesilers and other traders

with concerns that such data would be targeted by hackers.
About Stockl n v e s t oWall Siraet JourndlMarch 26, 2019t https://www.wsj.condrticlestecaddresses
cybersecurityconcernsaboutstockinvestordatal1553625211In addition, in the falbf 2019, varioustock

exchangeand theFinancial Industry Regulatory Authorjtwhich is building made CAT, made a request to SEC

officials thatsome personalata such as social security numbers and dates of birth be excluded from CAT. SEC Chair

Jay Claton has said that he was receptive to the idledrew Ramonas “ SEC on Course to Fix ° Wors
Audit Tr ai l BloathbergLawdNaverSbery$, 2019, attps://news.bloomberglaw.copmivacy-anddata
securitysecon-courseto-fix-worstexecuteeaudittrail-claytonsays

5] vy Schmer ken, “ CRirBxtra Decamber 3, 2018, bttis:dwwid fingxtrd.conlogposting/
16372¢tatis-out-of-the-bag

For example, Fbkas NBBgy8B8aBpegegd“ Bump Pl a BloomdergFebmuaryFut ur es Ma
13, 20194t https://www.bloomberg.coméwsatrticles201902-13/a-flash-boysstyle- speedbump-plannedfor-u-s-

futuresmarkets

167 For questions regarding investment management, congressional clients may contact Eva Su.

168 For more on asset management, GBS Report R4595Tapital Markets: Asset Management and Related Policy
Issuesby EvaSu
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169 See Financial Stability Boardytificial Intelligence and Machine Learning in Financial Servichevember 1,
2017, atttp://www.fsh.org2017A 1/artificial-intelligenceandmachinelearningin-financiatservice and John
Schindler, Associate Director, Federal Reserve Board, presentation Alitiiésal Intelligence and Machine Learning
in Finance September 29, 2013athttps://philadelphiafed.orgmediabankresourcesupervisiorandregulation/
events2017fintechfesource®4_slides_schindler.pdien

170 SEC,Investment Management Guidance Update: Rabteisers February 2017, dtttps://www.sec.gov/
investmeniim-guidance201702 pdf.

1713 E ClInvestor Bulletin: RobeAdvisers ” F e b r u a r hitps2ZA@ww.sex.gowigajinvestoralertsbulletins/

ib_robcadvisers.html

172 Facundo Abrahangergio L. Schmukler, and Jose Tess#&tzheAdvisors: Investment Through Machin®égorld

Bank Group, February 2019, lattp://domments.worldbank.orglratedén/275041551196836758df/Robo-Advisors
InvestingthroughhMachines.pdf

173 Aite Group,U.S. Digital Investment Management Market Monitor, Q2 2048y 22, 2019, at
https://www.aitegroup.comrgportls-digital-investmenimanagementnarketmonitorq2-2019

174Bailey Lipschultz “ Could Amazon Manage Your M®&BloomgetgJu@4, nstein Analy
2018, at https://www.bloomberg.coméwsarticles201807-24/couldamazormanageyour-moneybernsteiranalysts

think-so.

S tellarXieahanMa Third of China is NvulkStrdemJouenaMaechh i n One Gi a
27, 2019, abttps://www.wsj.cordrticlesimorethana-third-of-chinais-nowinvestedin-one giantmutuatfund-

11553682785
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Regulating Fintech: Securities Regulators

The federalsecurities regulator$ SEC and CFT€ are focused on any securitieslated activities, including thos
of fintech companies. Examples would include a fintech company raising capital by issuing equity through &g
coin offering or a firm crating a new technology for derivatives contracts. Given their mandate, the securitie
regulators have used a range of regulatory tools, largely focused on clarifying whether and how the existing
regulatory framework applies to new types of technologiesludingwriting rules and guidance to clarify how
existing rules apply to new types of approaches to securiigssiing enforcement actions against any fintech fir
that may violate the securities laws under their jurisdictiand setting up fintech otgach offices to serve as
points of contact for stakeholders.

JRU D GHWDLOHG H[DPLQDWLRQ RI WKH VHFXULWLHV UHRdCRD WR
Report R46333Fintech: Ovenwi®f Financial Regulators and Recent Policy Apfypaaidew P. Scott
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for people wearing devices that track activity a
that include telemathiechsa vdeowiicassndt namckiireg sdrsicvaenms
an under writing toodl, orhegrdoanbicnegsdl &d@ riamisdur dm Wy 1d

Mark Carney, Gover no iThe®mmiselbffFint@h: Sdmetbirfy NEwUgdernthe BunB P e e ¢ h

at Deutsche Bundesbank G20 Conference, January 25,2017, athttps://www.bis.orgleviewt170126b.pdf
1771n a recent case concerning a $20 millioaréllated investment loss, a Stanford University law professor

¢ o mme n teaplé tend tomssume tragorithms are faster and better decisioakers than human tradefhat may

often be true, but when it’s not, or whetdhomasey quickly go
BeardswortrandNishant Kumar “ Who t o Sue Wh e Rorune” Rleomhetg Mdy &,2@19, atYo u r

https://mwww.bloomberglaw.cordbcumentKA51N7GO000000Bna_newsfilter=bankinglaw&jcsearch=
BNA%25200000016a8cedd6bfadfb9cee2ed10000#cite

178 For questions regarding insurance, congressional clients may contact Baird Webel.

For more information generally, see Nat INCURTECHAS sawtci ati on

https://www.naic.org@ipr_topicsfopic_insurtech.htrrand World Bank Grougslow Technology Can Make Insurance

More Inclusive Fintech Note no. 2, &ttp://documents.wodbank.orgéuratedénb83381531209953337df/128157
9-7-201811-49-10-FintechNotesTechnologylnsurancelnclusiveFinalLowRes.pdf
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W3 ee Ti m PIREEL ndustrys FastesGrowing Insurer Takes Root As Insurtech Flourish8&P Globall
Market Intelligence May 29, 2019.

1813 ¢ ¢ N miho@ation and Technology (EX) Task Forcg httpst//www.naic.orgfimte_ex_ittf.htm

1825 ¢ ¢ N NAICPRasses Insurance Data Security Model Ldiv pr e s s  er@4, 2047s anttp://liGeaaico b
static.pantheonsite.iBelease®2017_docsiaic_passes_data_security_model_law.htm

183.S. Department ohe TreasuryA Financial System That Creates Economic Opportunitiesset Management
and InsuranceOctober 2017, p. 117, https://www.treasury.goptesscenterpressreleasefdocumentsh-Financiat
SystemThatCreatesEconomicOpportunitiesAsset_Managemerhsurance.pdfandNAIC, Implementation of
Model Act #668 Insurance Data Secufitpdel Law May 6, 2019, abttps://naiecms.orgsitestiefaultfiles/inline-
files/Model%20%23668%20Map.pdf

184N AT dnsurTech, Innovation & Technology” httpst//www.naic.orghdex_innovation_technology.htm

185 For background on the insurance industry, GBS Report R44958nsuranceRegulation: Legislation in the 115th
Congressby Baird Webel

18615 U.S.C. 881011015
187 For questions regarding risk management and regtech, congressional clients may contact Rena Miller.
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18 FINRA, Technology Based Innovations for Regulatory CompliaficeHIJWHFK”~ LQ WKH PHFXULWLHV ,QGXV

September 2018, attp://www.finra.orgsitestlefaultfiles/2018_RegTech_Report.pdf

189 For example, see Douglas W. Arner, JanestBb e r i s, and Ross P. Buckley, “Fintech,

Reconceptualizat i onNosthwvesterindournatof latérnatioraklaw and Businass. 37, no. 3
(Summer 2017), pp. 37376; see also Institute of International Finariegtech irFinancial Services: Technology
Solutions for Compliance and Reporting5March 2016; Bart van Liebergen et &egtech in Financial Services:
Technology Solutions for Compliance and Reportingtitute of International Finance, Report responding edtK

Financial Conduct Authority’s “Call for input: supporting

March 2016, abttps://www.iif.comPortalsD/Filesfprivatelif -regtech_in_financial_services_
_solutions_for_compliance_and_reporting.pei2201901-04-142943690.

1% Ajay Agrawal,“The Economics of Artificial Intelligece;” McKinsey QuarterlyApril 2018 at
https://mww.mckinsey.corbusinesgunctionsmckinseyanalyticsbur-insightsthe-economicsof-artificial-
intelligence
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191 American Bankers Associatiobnderstanding Regteclrintech Playbook whitepaper, July 25, 2018, pp, &t
https://www.aba.comewsresearcheferencegjuidestinderstandingegtech

192 For questions regarding regulatory approaches, congressional clients may contact David Perkins, Cheryl Cooper,
Andrew Scott, or Eva Su.
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Appendix. CR¥ i nt ech Products

Cybersecurity

CRS Repor )LQRDAIUFA DD, 6HUYLFHY DQG &\EHUVWHFXNULWRr YKH YW G|
and M. nMMurphy

CRS Repor tDWRDI SBURWHFWLRQ,/DBy$@ 2¥HU¥WHZP. Mul l i gan,
Freeman, and Chris D. Linebaugh

CRS In Foc &SEHUNVHFXBDRW\ $Qb QWURGXFWLRQk ar an

Lending

CRS Repor ODBMHWSODFH /HQGLQJ )LOQWHEPKYLQHHRMQQMXPEHLQD QG
by David . W Per kins

CRS Repor )HRRHUVDQR BUHHPSWLRQ LQ WKH 'XDO %DQNLQJ 6\VWH
IRU WKH WK &RQIWLHNVVB. Sykes

Payment s

CRS Repor 8 6REDYPHOQW 6\VWHKHERDPDWVWHU 3D\PHQWY DQG ,QQR
Cheryl R. Cooper, Marc .Labonte, and David W Per

CRS Repor TKRB8RWHQWLDO '"HFOLQH RI &DVK,8VDYHIIMMQG 8HODW
W. Per kins

Banks anBafThyr¥endor Relationships
CRS In FocdHFKQ@ERORII BHUYLFH SURYL®HWY yRU Bo.DQGI&/t t e r

Cryptocurrency -Bmde Bl Dajkméimti nSyst e ms

CRS Repor RGURBMRIPPXUUHQF\ 7KH (FRQRPLFV RI QRQHA DQG 6HO
David W. Per kins

CRS Repor WORFBHEKDLQ %DFNJURXQWYD @G B8RObLFla,VVXHV

CRS Repor B LLIRMXDB® €« XUUHQFLHYVY DQG ORQH\ /I DXQGHULQJ /HJD
(QIRUFHPHQW $FWLRQV DQGbL/HILMGDWLYH WRSRWIQAIV Ni col e

CRS In Foc hsQDIQFLD®2, IRQURSWRERQUHQFIDHW i d W. Per kins

Digital AGapeittsalanFkdor mati on
CRS Repor tLIRWDOOSYV,VHWYV DQGbLOK & &S5HIXODWLRQ

CRS Repor &DBUWDRQ@ ODUNHWY 6HFXULWLHYV 2JIHUWLQEW aDQG 5H
Su

CRS Repor 6HR¥WBBWLIHYV 5HIXWDMNWA R D SITHULQJIVY $J/HgD®B .3UL
Sykes

CRS In FocusQDIQFLDOO,QQRYDWLRQ 'LIJLWDO.,$VWHWB/VRQG ,QL
Su
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Hi gl equency Securitil®radinnddg Derivatives

CRS Repor tLIKE4AMHATIXHQF\ 7UDGLQJ 2YHUYLHAD RI BRHQW ."HYH
Miller and. Gary Shorter

CRS Repor tLIKYWBHBTXRYABGLQI %%DFNJURXQG &RQFHUQV DQG 5H
'"HYHORSPWQWGary Short.er and Rena S. Miller

Regulatory Apgrbashes for Congress

CRS Repor )LQRMHBK3 2YHUYLHZ RI )DQBGHAHRBWHIRO DM RISSE URD
by Andrew P. Scott

CRS In FoculsQDIQFLDODO9,QQRYDWLRQ 5HGXFLQJ JbQGQWHFK 5HJXC
David W Perkins, Cheryl R. Cooper, and Eva Su
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